Merchant Solutions

partnered with

bambora

“erer,
[
an ,

Trademarks Notice

The TD logo and other trade-marks are the property of The Toronto-Dominion Bank (“TD”) or a
wholly-owned subsidiary, in Canada and/or other countries.

Bambora® is a registered trademark of Bambora AB. Bambora Corp (“Bambora”) is a
registered 1SO of Wells Fargo Bank, N.A. Walnut Creek, CA. All other trademarks and trade-
names are the property of their respective owners. All rights reserved.

Security Statement

TD Merchant Solutions payment platform is supported by Bambora’s infrastructure. Bambora is
committed to providing a secure environment that protects your personal information. Bambora
is Level 1 PCI-Certified, the highest level possible meaning fully compliant with Payment Card
Industry requirements.

The “Pay your bill now” link on Queensway Carleton Hospital’s web site takes you to the secure
portal of Bambora. This means Queensway Carleton Hospital does not have access to, nor
stores any of your credit card information. Bambora securely processes your credit card
information on their servers.

Online Mart Secure Badge

Queensway Carleton Hospital has provided a link to Bambora’s Secure Processing Badge.
When you click on the authorized Secure Processing Badge logo, you will be directed to the
SecureBadge tool that verifies the Queensway Carleton Hospital’s relationship with the secure,
industry-certified processing services of Bambora.

Please refer to the privacy policy information below on what personal information may be
collected by Bambora and how it is used.

Safeguarding Your Information

Bambora has security measures in place to protect the loss, misuse and alteration of the
information under their control. Appropriate safeguards have been adopted to ensure that



personal information is secure against disclosure, loss or theft or unauthorized access, copying,
use or modification.

Bambora Privacy Policy

The privacy policy of Bambora Inc. (“Bambora”) governs use of personal information by
Bambora, whether such information is collected via our website (“Website”) or otherwise,
including through our services (“Services”).

This Privacy Policy explains what Personal Information we obtain from you in your use of our
Website and our Services and the steps we take to secure that Personal Information. This
Privacy Policy also explains how we can be contacted if a question arises about our privacy
practices. Bambora will not collect, use or disclose your Personal Information in a way that is
incompatible with applicable federal or provincial legislation or this Privacy Policy. In this Privacy
Palicy, the terms "we,” "our" and "us" refer to Bambora. In this Privacy Policy, the terms "you,”
"user,” and "your" refer to a user of the Services or our Website.

THE COLLECTION AND USE OF INFORMATION

For the purposes of this Privacy Policy, the following terms will have the following meanings:
“‘Business Contact Information” means your business position, name or title, business
address, business telephone number, business email address and business fax number.

"Personal Information” means information about an identifiable individual, but does not include
"Business Contact Information" or general, statistical or aggregated information. Personal
Information includes a name, home address, contact information (including home telephone
number and personal email address).

Bambora limits the information we collect about our customers and potential customers to what
we need for internal business purposes only. We obtain your consent if we wish to use your
information for any other purpose and before collecting information from third parties such as
credit bureaus.

Bambora understands that privacy is a critical issue for all our customers and is committed to
protecting customer Personal Information. We want to earn our customers’ trust by providing
safeguards to protect Personal Information as we continue to provide valuable products and
services.

Bambora’s Privacy Policy complies with Canada’s federal Personal Information Protection and
Electronic Documents Act, including the ten principles set out in the National Canadian
Standards Association: Model Code for the Protection of Personal Information and provincial
privacy legislation. Based on these guidelines, ten privacy principles have been customized to
meet the specific needs and expectations of our customers.

Bambora will continue to review this Privacy Policy to ensure it remains current with changing
laws and regulations while meeting the evolving needs of customers. In the event of any
amendment to the Privacy Policy, a notice will be posted within this page. If you continue to use
the Services or the Website following an amendment to the Privacy Policy, you will be deemed
to have consented to the updated Privacy Policy.


https://www.bambora.com/en/ca/privacy-policy/
https://www.bambora.com/en/ca/privacy-policy/
https://www.bambora.com/en/ca/privacy-policy/
https://www.bambora.com/en/ca/privacy-policy/
https://www.bambora.com/en/ca/privacy-policy/
https://www.bambora.com/en/ca/privacy-policy/
https://www.bambora.com/en/ca/privacy-policy/
https://www.bambora.com/en/ca/privacy-policy/

PRIVACY STATEMENT
Bambora recognizes the importance of respecting customers’ right to privacy and adheres to
the following key principles:
e Bambora is responsible for Personal Information under its control and has designated
individuals to be accountable for the organization’s compliance.
e The purposes for which Personal Information is collected will be identified at or before
the time the information is collected.
e Consent will be obtained for the collection, use, and disclosure of Personal Information,
except where consent is not required by applicable law.
e The collection of Personal Information is limited to that which is related to the purposes
identified by Bambora.

Personal information will not be used or disclosed for purposes other than those for which it was
collected, except with the consent of the customer, as required by law or to enforce Bambora’s
rights in connection with a breach of the Privacy Policy or to prevent prohibited or illegal
activities.

Reasonable efforts will be made to ensure that Personal Information is as accurate, complete,
and up-to-date as is necessary for the purposes for which it is used. Bambora relies on
customers or users of the Website and Services to update Bambora on changes to their
Personal Information.

Personal Information will be protected by reasonable and appropriate physical, organizational,
contractual and technological security measures, having regard to the sensitivity of the Personal
Information.

Information is available to customers regarding Bambora’s policies and procedures relating to
the management of Personal Information.

Upon request, and within a reasonable period of time, a customer will be informed of the
existence, use, and disclosure of his or her Personal Information and will be given access to
that information. A customer is entitled to comment on the accuracy and completeness of his or
her Personal Information, and have that information amended where appropriate.

A customer can address a challenge concerning compliance with the above principles to
Bambora’s designated Privacy Officer.

ATTN: Privacy Officer #200-1803 Douglas Street Victoria, BC V8T 5C3
privacy.northamerica@bambora.com

DISCLOSURE OF PERSONAL INFORMATION

Bambora does not sell or trade Personal Information to third parties. Release of your Personal
Information occurs only as set out in this Privacy Policy; or where we have your consent; or

to our suppliers, third-party service providers or agents who assist us in serving you; or where
we are required or permitted to do so by law.

Bambora reserves the right (and you authorize us) to share or disclose your Personal
Information when we determine, in our sole discretion, that the disclosure of such information is
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necessary or appropriate, including to enforce our rights against you or in connection with a
breach by you of this Privacy Policy or to prevent prohibited or illegal activities. Further,
Bambora may disclose Personal Information if a law, regulation, search warrant, subpoena or
court order legally requires or authorizes us to do so.

Additionally, Bambora reserves the right to disclose and to transfer Personal Information to a
third party in the event of a proposed or actual purchase, sale, merger, amalgamation, or any
other type of acquisition, disposition, or financing of all or any portion of Bambora or any of the
assets or shares of Bambora, provided that the third party represents that it will continue to use
the information for the purposes set out in this Privacy Policy and in accordance with applicable
privacy laws.

PROTECTING YOUR INFORMATION

We protect your Personal Information with appropriate safeguards and security measures and
retain your Personal Information only for the time it is required for the purposes stated. Only
those employees involved in processing data have access to this data. Any employee found in
violation of our security or Privacy Policy is subject to disciplinary action.

EMAIL ADDRESS AND CONTACT INFORMATION

When you send us an email or when you ask us to respond to you by email, we learn your exact
email address and any information you have included in the email. We use your email address
to acknowledge your comments and/or reply to your questions, and we may store your
communication and our reply in case we need to correspond further.

On certain pages, we provide users the option of submitting names, addresses, phone
numbers, fax numbers and email addresses for the purpose of contacting you for sales or
support follow-up. This data is not shared with anyone outside of our organization other than our
suppliers, third-party service providers or agents who assist us in serving you or where we are
required or permitted to do so by law.

ACCESS TO CREDIT CARD INFORMATION

We restrict access to credit card information, and credit card numbers are not provided to
merchants. In the event of a customer complaint or chargeback, transaction information will be
provided to the merchant, bank or card issuer.

Have a question?

Bambora Support
support.northamerica@bambora.com
1.888.472.0811



